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e The weekly amount spent on a credit card for a particular
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e |[f the distance is above an externally selected threshold,
then we flag the target as fraudulent.
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Whitening the Population

e Whitening the population to make the scatter of a peer
group (of size 2) commensurate across time

e The smaller the value of (), . the better the peer group
tracks the target over time.

ePeer Group Members
- Population
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e Possible to know apriori the peer group membership

e Employee fraud detection, people with the same job
description can be naturally grouped together.

e |BM FAMS. Health care fraud. Geography, speciality

e Infer peer group membership from the time series itself

e Measuring similarity of time series
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e Accounts’ transactions are asynchronous data streams
e Synchronise account time series by extracting features
from the data streams at regular time intervals
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e M(s,e, A) summarise transactions of account A occurring

from day s to day e inclusive

o Mean amount spent
o Number of transactions
o Entropy of Merchant Category Groups

e 16 Groups +1 for ATMs

e Returns 1 point in 3 dimensional space
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e Once a day at midnight
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e Summary statistic for day ¢, behaviour of the past d days

M(t—d+ 1,t,A)
e Smaller d, the more sensitive to new transactions
e Mahalanobis distance in 3 dimensional space
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Active and Inactive Accounts London

e Account inactive on day t if it has not performed any
transactions on that day
e Do not test for outlierness for inactive accounts

Imperial College

e Unusually long periods of inactivity will not be considered
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Active and Inactive Accounts London

e Account inactive on day t if it has not performed any
transactions on that day

e Do not test for outlierness for inactive accounts

e Unusually long periods of inactivity will not be considered
fraudulent

e Account not active over entire summary statistic window

e Active peer group members. Closest k£ accounts that are
active on at least one day of the summary statistic window
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e Subdivide training data into . non-overlapping windows
o M(1,2,A),...,M((n—1)2+1,L,A)

n
e Point in 3n dimensional space
e Complication, potential for bias

e Standardise each window by whitening
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e Find £ nearest neighbours
e Large number of accounts
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e Accounts that have high volume of transactions unlikely to

be tracked by accounts with low volume
e First sort by number of transactions in training data
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e Reduce total amount lost to fraud

e Reduce number of fraudulent transactions

e Reduce the time between fraud starting and fraud
detection
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e Reduce the number of account holders affected by flagging

legitimate transactions as fraud
e Number of possible performance metrics
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® EPSRC Think Crime e If an account has been flagged as containing fraudulent
0 Ul e ez transactions. The card issuer would need to investigate this

e Overview

Peer Group Analysis - accou nt'
S e minimise the amount of fraud given the number of
Investigations the card company can make

Peer Group Analysis

Applying Peer Group
Analysis

Performance Evaluation Pe rfOI‘man ce Curve

@ Performance Criteria

® Performance Metric e Xx-axis number of fraudulent accounts missed as a
@ Performance Curve .
® Average Performance proportion of the number of fraudulent accounts
Curve
e Yy-axis number of fraud flags raised as a proportion of the

Experiments & Results

Conclusions & Current number of accounts
e e Different to ROC curve. The smaller the area under the
curve the better the performance.
e Random classification is represented by a diagonal line
from the top left to the bottom right.
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e Produce one curve for each day
e Take the average of the curves.
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Data

e 4 months of data

e Accounts with > 80 transactions and fraud free for first 3
months.

e About 4000 accounts 6% defrauded in final month

e Performed Peer Group Analysis once a day for the
remaining month

Parameters

e Peer Group building 8 segments

e Summary Statistic window size 7 days

e Active Peer Group Size 100

e Robustifying Peer Groups not used

 GREBRIFUPS
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Is peer group analysis doing nothing more than finding
outliers to the population?

Special case, use largest possible peer group

All accounts apart from target account
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Subtract Performance Curve for Peer Group from Global.

Values less than zero imply Peer Group method is
performing better.
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Performance of the peer group analysis compared with global population
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Performance of the robustified peer group analysis compared with global
population outlier detector on screened data.
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We have demonstrated there exist credit card transaction

accounts that evolve sufficiently closely to enable
fraudulent behaviour to be detected.

Finding frauds that are not global outliers to the population.
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